Title of Talk:
Program Transformations to Fix Integer Problems in C Programs

Abstract

C makes it easy to misuse integer types; even mature programs harbor badly-written integer code.
Traditional approaches at best detect these problems; they cannot guide developers to write correct
code. We describe three program transformations that fix integer problems---one explicitly introduces
casts to disambiguate type mismatch, another adds runtime checks to arithmetic operations, and the
third one changes the type of a wrongly-declared integer. Together, these transformations fixed all
variants of integer problems featured in 7,147 programs of NIST's SAMATE reference dataset, making
the changes automatically on over 15 million lines of code. Being integrated with source code and
development process, these program transformations can fix integer problems, along with developers'
misconceptions about integer usage.

The program transformations are developed on OpenRefactory/C
(http://www.munawarhafiz.com/research/openrefactory-C/index.htm), our framework for building
complex and correct program transformations for C programs.
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