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Abstract of the Talk
Millions of user PCs are currently infected with different types of malware including spyware, key-stroke loggers, and rootkits (programs that are designed to take full control of a compromised system). Attacks on users’ mental models of the Internet such as phishing/web-spoofing are also very common. Security researchers are facing an extraordinary situation: we have PCs that are not trustworthy, which are being operated by everyday non-expert users, who are expected to use security tools that are implicitly designed for expert users. Often in academic threat models these fundamental practical issues are ignored. Taking them into account, we have proposed a number of techniques. These proposals are hybrid – e.g., have involved modifying crypto protocols to address current and emerging threats, and employing non-crypto tools such as personal devices and digital media files, cross-checking, virtualization and trusted computing. In this seminar, we will review some of these proposals with the goal to motivate future research in real-world security.
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